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TENENT 


OF ZUNCTIONAL STS 


Oifiee of the Director 


The Director of Security prepares and exectites the Agency Security program and performe security 
inspection fonctions. — 


The Director of Security recommends Agency policies relating to security, and establishes procedures 
for implementation; cbtains and evaluates, through investigation, technical interrogation and Ualeon 
contact with other U. S. agencies, pertinent information vegarding the security acceptability of person- 
nel for employment, agsignment of association with the Agency: develops and conducts internal counter- __ 
intelligence programs; establishes physical security safeguards for Agency establishments; determines 
the effectiveness with which accurity programs and policies are heing accomplished and inatitutes or 
vecomrmuends, as appropriate, improvements where indicated; furnishes security advice and guidance ts 
Ageney employees, : 


The Director of Seearity institutes, implements and conducts technical [BBP progress fer 25X1A 


the Agency; provides security suppori te emergency planning: establishes and maintains neteszary 


linigon with officials in other government agencies on security matters; investicates reports of security 


professional security officers, ae required, fo Agency components and domestic and foreiga installations 


geag programs; develeps security policy and standards for the establishment and maintenance of security 
of Agency industrial contractmal arrangements. | 
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25X1A 


office of the THrectar (Cent*d} 


The Director of Security, as Chairman of the Security Committee of the United States Intelligence 
Board (USIB}, initiates appropriate lavestigative action and damage aseessments in the event of an 
unauthorized Glaclosure affecting U. §. intelligence sources and methods; and advises the U. 5. 
intelligence Community on security matters of concern ard promotes uniform security standards and 
practices within the community. 2 


Executive Staff 


The Executive Steff serves ag the policy and planning component of the Office of Security for programe 
which transcend specific organizational components and provides Office of Sequrity supper 
2 veamittee of the United States Intelligence Board. Th 


“i 
“d 

O 
is) 
wd 


piterpate member to the Secu 


Hehes security policy for a seneitive interdeparimental intelligence collection programy; provides for 
the delegation of security responsibility to the various departments and agencies whe participate isa 
the nrosrami conducts surveys of certain activities of such departments and agencies; effects 


which require imvastigaion 


and/or passible actioa by the Security Commuties of a 


The Executive Staff furnishes secarlty guidance, concerning matters dealing with the pablic release of 

information, te the director of a sengitive infelligence gathering program. This guidance represents 

the position of the DClas developed by the Stall and approved by the Director of Security. The Staif 

prepares damage asgeszrments pertaining to unauthorized disclosures or foreign penetrations affecting 

intelligence information; prepares or coordinates Agency policies, procedures, regulations and ise 

quances of 2 security nature; serves 2s the focal point for the ecordinetion of action papers which We 3s 
transcend meior Office of Security organizational components; provides security policy for the ; a 
maintenance of two interdepartmentsal, compartmented security control systems and determines whether 
or not these policies are being follewed by other departments and agencies concerned; provides the a 


| | 2 SS, , | 
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a Executive Staff (Cont'd) 


security acvisor to a compartmented committee of USIS; monitors individual briefings and éebriefings 
for compartmented security programs operating within the CIA and the intelligence community. As 
appropriate, conducts such briefings and debricfings within the CIA, the Executive Cffice of the 
President and other departments and agencies, not represented on USIB. ; 


The Executive Staff provides the DCI repregentative on the National M ilitary Information Disclosure 
Policy Committee (NDPC}; recommends the security position on proposed releases of National Intel- 
ligence Estimates to foreiga governments; furnishes security policy advice on proposed legislation, 
Executive Orders or other issuances concerning matters of Agency security Interest. The Staff conducts 
special security studies on matters Having security policy implications and recommends action, as 
appropriate, to the Security Committee of USIB; prepares Office of Security reports on plans, production, 
progress, and objectives; functions as the overall etaff for ADP planning and policies; provides ADP VS 
representation on Agency and intercepartmental committees; provides CIA security supzort tlanning for 
war and emergency situations; develaps Office of Security emergency plan and provides executive 
acministration of such plan; conducts special inspections for the Director of Sccurity and maintains ap- 
propriate liaison with other government departments and agencies on matters of security policy concern. 


Executive and Plannins TNvision 


The Executive and Planning Division serves es the policy and planaing component of the Office of Security 
for programs which transcend specific organizational components; prepares and/or coordinates Agency 
policies, procedures, regulations, and issuances of a security nature; serves 2 the focal point for the 
coordination of action papers which transcends major Office of Security organizational companentay 
furnishes security policy advice on proposed legiglation, Executive Orders or other matters of Agency 
security interest; conducts apecial security studies and reviews on matters having security policy 


_ implications and recommends action as appropriate; and prepares Office of Security reports on production, 


progress, and objectives; administers the Office of Security Records Management Program in accordance 
with 


The Division provides CIA security support planning for War and Emergency situations; develops Office” 
of Security emergency plans and provides executive administration of such plans; conducts studies, 
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Executive and Plannine Division {Cont'd} 
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initiates policy recormmendations and maintains liaison within the Office of Security and other Cl = 
componente in the field of automation; comlucts eensitive imepections for the Director of Security an 

taaintains appropriate lisison with other government agencies and departments on matters of security. 

policy concern; provides the Executive Secretariat te the Security Committee of the United States 

intelliwence Ecard; 
aaa eee —O5X1A 
Security Committee of USI; conducta special security studies and reviews on matters having security 

policy imoplications and recommends action as appropriate to the USIB Security Committee, and prepares 
damage zssessments pertaining to enautherised disclosures er foreign penetratiens affecting intelligence 
information. 


= 


The Division provides the Alternate DCI Member on the National Military Information Disclosare Policy 
Committees INDPC}: coordinates NDOPC policy matters and related papers having world-wice implications 
with the mejor CLA componente: recommends the CIA position on proposed releases of National Intel- 

ee. 
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Special Security Center 


The Special Security Center (SSC) esteblighes security policy far the extraordinary protection of certain 
designated intellizance collection programs conducted by CIA and other agencies represented on USIB; 
formulates procedures for the implementation of this security policy on & community-wide basis; as- 
gures these programs the maximum protection by the application of uniform compartmented security 


1g 

ployment and operation, om through the exploitation and dissercieetion of the end products; contucts im 
depth surveys and inspections as are required to develop policy requirementa; conducts independently 7 
and in coordination with other agencies periodic surveys and inzpections to determine compliance with . “<2 
establighed security policies, practices and procedures for teo comparimented systems. 


foot 


The SSC furnishee security guidance on matters dealing with downgrading, decontrel, sanitization ox 
oublic release of information related te these programa; monitess news media to keep curre 
= * Ee = i 
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Svecial Security Center (Cont'd) 


as to the effectiveness of established security policy and the extent of possibly erosive speculations; 
monitors the processing of all special clearance actions to ensure the most effective protection of these 
programs among personnel in U. S. Government agencies not represented on USIB, in the Executive 
Offices of the President, and those appointed to Presidential committees or study panels; and conducts 
the briefings and cebriefings of personnel involved as well as providing other briefings when required. | 


The SSC provides a representative to the USIB committee which develops the requirements for these 
programs and a full-time security officer to the staff of the Assistant Secretary of the Air Force (R&D) 
who manages these special programs te ensure uniform application of these security policy standards 
among participating agencies, j 


- 


Security Besearch Staff 


The Security Research Staff collects, develops and evaluates information for the purpose of detecting, 
preventing and arresting penetration of the Agency by foreign or domestic organizations or individuals 
whose activities may be inimical to the United States; maintains liaison within this Agency and with 
various other government agencies to assure the free flow of highly eensitive information in connection 
with counterintelligence activities; conducts research in connection with employee loyalty cases; reviews 
and evaluates, on a continuing basis, security records of Agency employees to guard against penetration 
or defection or any association or activity contrary to the interests of the Agency; and coordinates the 
counterintellizence effort throughout the Office of Security. 


Administration and Teaining Staff O5X1A 
The Administration and Training Staff provides personnel, budget and fiscal, logistical, and training 
support and special services for all staffs, divisions, activities and operations of the Office of Security 
within its Headquarters components and also its [ foreien field units; develops and imple- 
ments internal adminisirative policies and procedures pertaining to personnel, budget and fiscal, 
logistical and training matters; provides personnel services to all components of the Office, including 
recruitment, placement, technical guidance and secretarial support for Career Service Board, and 
consultation with supervisors for career management and development purposes; assumes accountability 
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Administration and Training Staff (Cont'd) 

for all property assigned to the domestic field stations and for certain technical equipment assigned 
te Headquarters; prepares administrative reports and studies on Office budget matters and maintains 
budget controls and financial records; prepares and executes the Agency Security Education Pregram; 
coordinates and administers formal and tutorial security training for the Office of Security and other 
Agency componente. | 


Deputy Director for Physical, Technical and Overseas Security 


The Deputy Director for Physical, Technical and Overseas Security assists the Director of Security 
with the planning, preparation, and execution of the Agency's security program insofar as it relates 
to the fields cf physical, technical, and overseas security, and is directly responsible for planning 
and implementing the programs in such fields of security. Also, is responsible for the direction and 
coordination of security support requirements of Security Careerists assigned to other Agency 
components domestically and overseas, 


Physical Security Division 


The Physical Security Division establishes policies necessary to protect Agency classified material 
and to prevent the physical penetration of Agency areas, buildings, and installations; conducts periodic 
_ Becurity surveys of domestic installations; initiates and encourages the development of devices to 

| prevent or counter surreptitious entry into areas or safekeeping equipment; conducts a program to 
investigate and determine responsibility for reported security violations or noncompliance of Agency 
regulations; establishes and maintains necessary liaison with other Government agencies on security 
matters; plans, develops and conducts the Agency safety and fire prevention programs fer domestic 
installations and furnishes staff guidance for overseas installations; provides training in physical 
security procedures and equipment and safety fire prevention techniques to the personnel of the Office 
of Security and other components, as requested, 


te, 
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Overseas Eccurity Support Division - \ | a 


Be hese eed BOY 


The Oversese Security Saprert Divigien Sige ataft guidance aud aesistance, through Arcu Division 


te oversees catabiehmente in the AP, RUE, NE and WH arene ascertaine the segree © a 
weereess ingtellatiens with gacurliy imawaiet regulations and policies, recommendi=a 


corrective meseures 2¢ required; ¢ ami recommends nhysical eacurity programs iar avergene 
ingtallatians ang determines the effect eer of gach programs} esiabllgbes and maintains a coclinuing 
Lialson om crersezs security orchliems with appropriate aperatioes! components, including S30 /D0 
pertigent 0. 3, Gevermrernt ageecies s (aison with U. S, Government agencies on technical securit ~ 
polygragh matters is the reaspougibility of the Technical Division end the BE ceescch Division,  25X1 
PS, reepectivelvyl: erovides gecarity guidance and support in the development, impleccentetion and activation 

af oversesa poueaercanie of the Agency: plana, achedules and conducts the overseaa security zurvey program, 
including epecial etudies om matters of concern te the security of ererseas installations! coordinates amd 25X1A 
schedules overseas technica] ingpectiong and 


provides Securliy Suppert and gulcance to security officers 
ZSsioned ifecteé by the Director of Security, plens and condasia specific 
a ¥ 


gency personnel stationed overseas, 


ever imeoler ge lf reietes atee £% 
2s eh ivectiy 3 regronsi ble fe 
npoeverns throne the i acicispeations Be 


responsible for comiucting certeim activities perteining te the orerall 


25X1A 
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¢ ie ; Operational Support Division 25X1A 


25X1A 


“x . The Operational Support Division supervises the conduct of BE operational support activities re- 
quired in connection with covert operations and "special inquiries;" furnishes security support, control 
and guidance to special and sensitive projects of the Agency; conducts securily surveys 


25X1A 
oe Investigations Division 
€ - ‘The Investigations Division directs field investigations for the determination of security acceptability of 


personnel to be employed by or associated with the Agency; evaluates available information and either 
approves or recommends disapproval with respect to the security acceptability of various categories of 
covert personnel. The Investigations Division schedules field investigations, including checks of other 
government agencies, on all types of personnel of interest to the Agency, including those of interest to — 
proprietary organizations and development projects; monitors the progress of these investigations and 
gives necessary guidance to the field; evaluates investigative results and other pertinent information| 
regarding persons of covert interest and either approves or recommends disapproval of their use; 
conducts continual research of organizations and personalities of security significance, and gives security 

advice and guidance to other components of the Agency with respect to the utilization and suitability of 
individuals i in various covert positions and covert projects. 
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polygraph 


Deputy Director for Personnel Security — 


The Deputy Director for Personnel Security assists the Director of Security with the preparation and 
execution of the ee security program insofar as it relates to the fields of personnel security, 


and records and communication activities, and is directly responsible for 
planning and implementing the programs in such fields of security. The DD/PS is also responsible 
for liaison with the Federal Bureau of Investigation, Secret Service, White Kouse, and appropriate : 
representation on the Agency's Applicant Review Panel and Overseas Candidate Review Panel, ae 


, ne ae 
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Bessarck Division 


The Reseszeh Division conducts security interviews utilizing polygraph and ceneral oe 
techniques te assist these officials charged with making security and suitability 
Getigions om cantidates to be employed, asseciated, or used by the Agency. The program includes 
the giving of guch isterviews and exeringtions te applicants for employment, candidates for contract 
aggotiation, candidates for formal aesignrnent te CLA or te CIA bulidings, certain contracters! 
personnel, 


Tae Pereownel Secerity Division prescribes collection requirements for eecurity information to he 

obtained by investigative methods om 2ll personnel to be employed by, detelled or assigned to, or 

aseotinied with the Agency im an overt or semiecovert capacity including: etaff personnel, contract 

personnel, detailed and aesigned peraonzel, consultants, [even employees, contractor persannal STATSPEC 
unter Agency contracts, Government ligieon contects, nen-Goverument contects, and sunport persone 
mel from GOA 2nd private firma; eangivzes the security inferroatien obtained pursuant te the collection 
requirerents; approves the employment of or association with such personnel or recommends security 
digaporovel or referral of case to Applicant Review Panel: performs coctinus!l research on percons 

sné crgarizations of security interest is the Agency: maintsine Naisen with ether Government agencies 
fer the exchange of personnel security information aml security clearance certifications: administers 
Agency-wide security reinvestigation program which uplates security clearances and approvals every 
tive years; reviews end approves or recommends disapproval of issuance of special ealeword clearances 
ies Agency personnel, congultents, contractor nersonnel end certain members of the Feecutive Branch 
of the Government reviews and approves or retommmends disapproval, irom a security standecint, of r 
changes in naalgamest of personnel between mzlor components of the Agency or between Meadeuariers Rg 
and overecas (or refers to Overseas Candidate Review Panel}; gives security guidance to, and exercises . _ 


& ewe 


conirels over, Agency personnel with regard to their particination in certain outside activities having 
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Persoenel Security Division (Cont'd) 


* 


security implications; briefe ali overt end semi-covert peracunel departing for overseas travel or 
terminating employment or ze2eciation with the Agency; debriela all vert and eemil-covert personnel 

ag frau: overseas: ailerds denied area briefings te Agency peraonnel, cansultanie and persons 
wmlyses, recerde und reslies, where desirable, te none 
specific and crany cerresssndence irom the general publics provides formel eecurity moniliering and 
Usisen officers throughout the 
Agesey, Monet and Merit Awards Zoaré, Suggestion Awards Committee, Employee Activity Association 
ang Gererament Employee Ueaith Agsocistion. 


~ 


the Personne! Seceriiy Divieles ls readily avellable te Agency personnel with peregenal eroblems te 


provide twenty-four hour services which include coungeling acd guidance, imsiructlion on the Agency's 
eode of conduct reguleerments, Ugisen with nelice departments and other law enlercement ezencies, 


= 2 
esd ligieon with the Offices of Pergounel and Medical Zeryices. Whee the gergoual problem geriousiy 


thresiang Agency security, the Pereonsel Eecurity Division recommends digpegition of the cage, fs 
transier, termingtien, referral tc the Perssrnel Evelostion Board, 


= 


tHfice of Sceurity through the effective development, management, nilligation end protection af 
security recerds, ineluding records research, and ADP eperationsl programa lor Office of Security 
eomeonents: maintains complete: end current records and imlices of security inferraztion on persoanel 
and exrsenizations of interest te the Ageneyi maintains Mgiaon with other gevernment egencles 


sy Recorde and Communications Divieles provides current end long-range support te the 
ue & 


fer the velenge of persounel security information: and initiates records gorecessing on 211 owert and 


covert clearence avd operational eupgurt requeste. Malisiains 4 maeter index of persone throughout 
both the intelligence community and private indusizy whe have been acoroved far access to certain 
gensitive imtelilzence gathering prolects erd resultant oreducte. This index also records perazounel of 
the CIA and the Ewecutive Office of the President whe bold Special Ietellicence, G, and Cryptographic 
clearances. Provides « central registry for the Office of Security to receive, gert and distribete 
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incoming correspondence and te dispatch all outgoing correspondence; operates a courier system for 
the Office of Security within the Headquarters area and between the Office of Security and other tt, S, 
Government agencies: operates a teletype communications systers between Heacquarters and the © 
ME 2210 offices; operates the Office of Security reference Library and controls all Top Secret 
meterial within the Office of Security, 


Security acceas approvals (the majority of these are for the intellizence ecmimunity on a world-wide 

basis; the other areas are for the Agency only, non-USIB agencies such as Fresidential White House 

staffa and panela and the Bureau of the Budget}; reonitors the policy of the [BBB] Te systex:s 25X1A - 
regarding need-to~know and supplies raw cata for quarterly White House reports on T-KH billets: 

coordinates within the intellizence community on accuracy of records and reporting of procecures 

and clearance requests and conducts briefinzs on ail clearances 22 may be renuired as well as the 

international clearances, 


The Sceurity Records and Communications Division Teaintains records of 19 separate compartmented 


25X1A 


ch 
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12 June 1967 


S-E+C-R-E+T 


OFFICE OF SECURITY 


FUNCTIONAL STATEMENT 


Office of the Director 


The Director of Security prepares and executes the Agency security program and performs security 
inspection fonctions. 


The Director of Security recommends Agency policies relating to security, and establishes pro- 
cedures for implementation; obtains and evaluates, through investigation, technica) 
and liaison contact with «ther U. S, Agencles, pertinent information regarding the security 
acceptability of personnel for employment, assignment -r association with the Agency; develops 
and conducts internal counterintelligence programs; eatablishes physical security safeguards for 
Agency establishments; determines the effectiveness with which security programs and policies 
are being accomplished and institutes or recommends, as @ppropriate, improvements where 
indicated; furnishes security advice and guidance to Agency employees, 


25X1A 


The Director -f Security institutes, implements and conducts technical MM programs © 25X1A 
for the Agency; provides security support to emergency planning; establishes and maintains neces- 

aary liaison with officials in other government agencies “n security matters; investigates reports of 

security violations and non-compliance with security policies or regulations; makes necessary 

inspections, investigations, and reports to assure proper maintenance cf security; conducts certain 
activities pertaining to ver-all BEB program; conducts research in security fields; provides security 29X1/ 
support and trained professional security officers, as required, to Agency components and ioemestic 

and foreign installations and operations; plans, develops and conduets the Agency safety and fire pre- 
vention programs for domestic installations and furnishes staff guidance and assistance for the develop- 
ment { similar overseas programs; ceveleps and publishes uniform security policies, standards, and 
procedures for ithe establishment and maintengnce f{ security of Agency industrial contractual arrange- 
ments and for keeping such contract security matters under continuing and centralized cogaizance, 


Seb «C-R~E.T 
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S-E-CoR«E~T 


OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (cont'd) 


Office of the Director (Cont'd) 


The Director of Security, as Chairman of the Security Coramittes of the United States Intelligence 
Board (USIB), initiates appropriate investigative action and damage assessments in the event of an 
enauthorized disclosure affecting 0. 5. intelligence sources and methods; and advises the 0, 5. 
Intelligence Community on security matters { concern and promotes uniform security standards and 
practices within the community. 


Executive Staff ; 
The Executive Staff serves az the policy and planning componant of the Office of Security for pro- 
grams which transcend specific organizational components and provides Office of Security support 
to the Security Committee of the United States Intelligence Board, The Staff establishes security 
poiicy ior a sensitive interdepartimenial intelligence coliection program; provides ior the Geiegation,- | A 
of security responsibility to the various cepartments and agencies who participate in the program; 
conducts surveys of certain activities of such departments and agencies; effects 

which require investigation and/or possible action by 
the Security Committee of USB, 


The Executive Staff furnishes security guidance, concerning matters dealing with the public release of 
information, to the director of a sensitive intelligence gathering program. This guidance represents 

the position of the DCI as developed by the Staff and approved by the Director of Security, The Staff 
prepares damage assessments pertaining to unauthorized disclosures or foreign penetrations affecting 
intelligence information; prepares or coordinates Agency policies, procedures, regulations and 

issuances of a security nature; serves as the focal point for the coordination -f action papers which 
transcend major Office of Security organizational components; provides security policy for the maintenance 


S-E-C-+«R-E-T 
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5-E-C-R-E~T 


OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (cont'd) 
aed mEen 


Executive Staff (Cont'd) 


of two interdepartmental, compartmented security control systems and determines whether or not 
these policies are being followed by other departments and agencies concerned; provides the security 
advisor to a compartmented committee «f USIB; monitors individual briefings and debriefings for 
compertmented security programs operating within the GIA and the intelligence community. As 
appropriate, conducts such briefings and debriefings within the CIA, the Executive Office of the 
President und other departments and agencies, not represented on USIB, 


The Executive Staff provides the DCI representative on the National Military Information Disclosure 
Policy Committee (NDPC); recommends the security position on proposed releases of National 
intelligence Estimates to foreign governments; furnishes security policy advice on proposed 
legislation, Executive Orders or other issuances concerning matters of Agency security interest. 

The Staff conducts special security studies on matters having security policy implications and 
recommends action, as appropriate, to the Security Committee of USIB; prepares Office of Security 
reports on plans, production, progress, and objectives; functions as the overall staff for ADP planning 
and policies; provides CIA security support planning for war and emergency situations; develops Office 
of Security emergency plan and provides executive administration of such plan; conducts epecial 
inspections for the Director of Security and maintains appropriate liaison with other government depart- 
menta and agencies on matters of security policy concern, 


SeE-C«R«E«T 
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S+E-C+R«E-T 


OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (Cont'd) 


Executive and Planning Division 


The Executive and Planning Division serves as the policy and planning component >f the Office of 
Security for programe which transcend specific organizational components; prepares and/or 
coordinates Agency policies, procedures, regulations, and issuances of a security pature; serves as 
the focal point for the coordination of action papers which transcends major Office of Security 
organizational components; furnishes security policy advice on proposed legislation, Executive Orders 
or other matters of Agency security interest; conducts special security studies and reviews on matters 
having eecurity policy implications and recommends action aa appropriate; and prepares Office of 
Security reports on production, progress, and objectives, 


The Division provides CIA Security support planning for War and Emergency situations; develops Office 

of Security emergency plans and provides executive administration of such plans; conducts studies. 
initiates policy recommendations and maintains Haison within the Office of Security and other CLA 
components in the field of automation; conducts sensitive inspections for the Director ~f Security and 
maintains appropriate Maison with other government agencies and (epartments on matters of security 
policy concern; provides the Executive Secretariat and alternate member to the Security Committee of 

the United States Intelligence Board; 25X1A 


aici aie classified information which would require investigation and/or 
possible action by the Security Committee of USIB; conducts special security studies and reviews on 
matters having security policy implications and recommends action as appropriate to the USIB Security 


Committee, and prepares damage assesaments pertaining to unauthorized disclosures or foreign 
penetrations affecting intelligence information, 


The Division provides the DC] representative and alternate member on the National Military Information 
Dieclosure Policy Committee (NDPC); chordinates NDPC policy matters and related papers having 
world-wide implications with the major CLA components; zecommends the CIA position on proposed 
releases of National Intelligence Eatimaies sud information to foreign governments; and visite foreign 
governments for the purpose of conducting surveys of their security programs, 
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§-E-C-R-E-T 


OFFICE OF SECURITY 
FUNCTIONAL STATEMENT (Coat'd)} 


Special Security Center 


The Special Security Center (SSC) establishes security policy for the extraordinary protection of 
certain designated intelligence collection programs conducted by CIA and other agencies represented 
on USIB; formulates procedures for the implementation of this security policy on a community-wide 
basis; assures these programs the maximum protection by the application of uniform compartmented 
security control systeme from the initial planning stages, during research and development, pro- 
curement, deployment and operation, on through the exploitation and dissemination of the end products; 
conducts in depth surveys and inspections as are required to develop policy requirements; conducts 
independently and in coordination with other agencies periodic surveys and inapections to determine 
compliance with established security policies, practices and procedures for two cormpartmented 
asyeternsa. 


The SSC furnishes security guidance on matters dealing with downgrading, decontrol, sanitization or 
public release of information related to thease programs! monitors news media to keep currently 
informed as to the effectiveness of cstablished security policy and the <xtent of possibly erosive 
speculations; monitors the processing of all special clearance actions to ensure the most effective 
protection of these programs among personnel in U. S. Government agencies not represented on 
USIB, in the Executive Offices of the President, and those appointed to Presidential committees or 
study panels; ami conducts the briefings and debriefings of personnel involved as well as providing 
other briefings when required. 


The SSC provides a representative to the USIB committee which develops the requirements for these 
programs and a full-time security officer to the staff of the Assistant Secretary of the Air Force 
(R&D) who manages these special programe to insure uniform application of these security policy 
standards armong participating agencies. 
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§-E-C-R+E-T 
OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (Cont'd) 


Security Research Staff 


The Security Research Staff collects, develops and evaluates information for the purpose of 
detecting, preventing and arresting penetration of the Agency by foreign or domestic organieations 

( or individuals whose activities may be inimical to the United States; maintains Waison within this 
Agency aed with various other government agencies to assure the free flow of highly sensitive 
information in connection with counterintelligence activities; conducts research in connection with 
employee loyalty cases; reviews and evaluates, on a continuing basis, security records of Agency 
employees to guard against penetration or defection or any association or activity contrary to the 
interests of the Agency; and coordinates the counterintelligence effort throughout the Office of 
Security. 


The Administration and Training Staff provides personnel, budget and fiscal, logistical, and 
training support and special services ior all staffa, divisions, activities and operations of the 
Office of Security within its Headquarters components and also its EE foreign field units; 25X1A 
develops and implements internal administrative policies and procedures pertaining to personnel, 

{ budget and fiscal, logistical and training matters; provides personnel services to all componente of 
the Office, including recruitment, placement, technical guidance and secretarial support for Career 
Service Board, and consultation with supervisors for career management and development purposes; 
assumes accountability for all property assigned to the I field stations and for certain 

25X1A sc teehnical equipment assigned to Headquarters; manages official office entertainment, recreational 
and morale activities; prepares administrative reports and studies on Office budget matters and 
maintains budget controls and financial records; prepares and cxecutea the Agency Security 
Education Program; and administers a security training program consisting of courses in various 
security specialties. 
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8-£-C-R-E-T 


OFFICE OF SECURITY 
FUNCTIONAL STATEMENT 


The Deputy Director for Physteal, Technical and Overseas Security assists the Director of Security 
with the planning, preparation, and «execution of the Agency's security program insofar as it relates 
to the fields of physical, technical, industrial security, and overseas security, and is directly 
respensible for planning and implementing the programs in such fields of security. Also, is re- 
sponsible for the direction and coordination of security support requirements of Security Carcerints 
assigned to other Agency components domestically and overseas. 


Phy sical Security Division 


The Physical Security Division establishes safeguards necessary to protect Agency classified 
material and to prevent the physical penetration of Agency areas, buildings, and installations; 
provides steff guidance and assistance, through Area Divisions, to overseas establishments; 
conducta periodic security surveys of domestic installations and of stations and bases in the WH, 

NE, and AF areas; initiates and encourages the development of devices to prevent or counter sur- 
reptitious entry into areas or safekeeping equipment; conducts a program te investigate and determine 
responsibility for reported security violations or son-compliance of Agency regulations; coordinates 
and implements emergency Security Support planning in critical areas overseas; establishes and 
maintains necessary liaison with other Government agencies on security mattera; plans, develops 
and conducts the Agency safety and fire prevention programa for domestic installations and furnishes 
staff guidance for overseas installations; provides training in physical security procedures and 
equipment and safety fire prevention techniques to the personnel of the Office of Security and other 
components, as requested, 
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§-E~C-R-E-T 


OFFICE OF SECURITY | gol 


The ledustrial Security Support Division establishes policy and procedures for an Agency-wide 
Industrial Security Program to insure uniformity; maintains records concerning this program 
im an effort te provide quick reaction time to security requirements; monitors the Industrial 
Security Program to see that the policies and procedures are properly performed; conducts 
certain audits and surveys as required; and coordinates an effective CI/CE program in the 
Industrial Security Effort with the Security Research Staff of the Office of Security . 
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§+E-C-«R-E-T 


OFFICE OF SECURITY 


FUNCTONAL STATEMENT (Cont'd) 


25X1A 
The Deputy Director for Investigations and Operational Support assists the Director of Security 
with the preparation and execution of the Agency security prog insofar as it relates to the 
{ fields of investigations and the and is directly 
responsible for planning and implementing the investigations and operational support programs 
through the administration and direction of the Office of Security MMMM Cie1d offices, Also 5 A 
is responsible for conducting certain activities pertaining to the ¢verall PE rogram. NE A 


25X1A 


Yperational Support Division 25X1A 


25X1A The Operational support Division supervises the conduct of MBM operational support activities 95x71) 
required in connection with covert operations and "especial inquiries"; furnishes security support, 
control and guidance to special and sensitive projects of the Agency; conducts security surveys I 
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25X1A 


3eE-CoR+E«T 


OFFICE OF SECURITY. 


FUNCTIONAL STATEMENT (Cont'd) 


Oh) erational 3 rt Division (Cont'd) 


inves tigations Division 


The Investigations Division <iirects field investigations for ihe determination of security acceptability 
of personnel to be employed by or associated with the Agency; evaluates available information aad 
either approves or recommends disapproval with respect to the security acceptability -{ various 
categories of covert personnel. The Investigations Division schedules Meld investigations, includiag 
cheeks of ther goverament agencies, on all types <i personnel of interest to the Agency, including 
those of interest to proprietary erganizations and development projects; moniters ike progress of 
these investigations and gives necessary guidance to the field; evaluates investigative results and 
other pertinent information regarding persons -f covert interest and either approves or recommends 
disapproval cf their use, conducts continual research «f organizations and personalities of security 
significance; gives security advice and guidance to other components «f the Agency with respect to the 
utilization and suitability of individuals in various covert positions sad covert projects. 
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OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (Cont'd) 


25X1A 
{ 
Deputy Director for Pe rsonnel Security 
The Depaty Director for Personnel Security assists the Director of Security with the preparation and 
execution of the Agency's security program inactar as it relates ie the felds of personnei security, 
25X1A_ polygr and records and communication activities, and is directly responsible for 
planning and implementing the programs in such fields of security. 
25X1A EE 2 czcarch Division 
25X1A 
29X1A The Research Division conducts security interviews utilizing polygraph and general 
25X1A techniques to assist those <fficials charged with making security and suitability decisions 
25x14 om candidates to be employed, associated, or used by the Agency. The program includes the giving 
of such interviews and examinations to applicants for employment, candidates for contract as sociation, 


candidates for formal assigument te CLA sr to CIA buildings, certain contractors! 


i2 
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OFFICE OF SECURITY 
FUNCTIONAL STATEMENT (Cont'd) 


Personnel Security Division 


The Personnel Security Division prescribes collection requirements for information on personnel to 
be employed by, assigned to, or associated with, the Agency in an overt or semi-covert capacity; 
analyzes the reports of field investigations for overt and semi-covert personnel; approves such 
personnel for employment or association with the Agency or recommends disapproval from a security 
standpoint or recommends referral to the Applicant Review Panel, of which Panel a member of the 
Personnel Security Division is a participant; performs continual research of information on persons 
and organizations of interest to the Agency; maintains liaison with other government agencies for the 
excbange of personnel security information; briefs and -ebriefs all overt and semi-covert personnel 
departing for -verseas assignments or terminatine employ nent; reviews and approves or recommends 
disapproval, from a security standpoint, changes ia assigaments in pereonnel between major com- 
ponents of the Agency or between Headquarters and overseas and requests for interr.al clearances; 
gives security guidance to, and exercises controls. ives, Headquarters employees with regusd te thels 
participation in certain outside activities having security implications; approves or recommends 
disapproval for special «x codeword clearances for Agency personnel, Consultants, and others; 
controls liaison with other government agencies by security approving appropriate representatives off 
such agencies for contact; security monitors official travel to Iron Curtain countries; affords denied 
area briefings to Agency personnel, consultants, nn = =—=— 29X1/A 
affords these people a denied area debriefing upon their return (rom these trips; maintains liaison 
with various police ‘epartments, 


The Personnel Security Division is the main component concerned with the various problems affecting 
Agency employees and is the component handling security linison matters with the White House. 
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$eE-C-R-E+T 
OFFICE OF SECURITY 


FUNCTIONAL STATEMENT (Cont'd) 


The Security Records and Communications Division provides current end long-range support to the 
Office of Security through the effective development, management, utilization and protection of 

security records including records research as well as records management and ADP programs 

‘ for Office of Security components; maintains complete and current records and indices of security 
information on persomnel and organizations of interest to the Agency; maintains liaison with other 
government agencies for the release of personnel security information; and initintes records pro- 
cessing on all overt and covert clearance and operational support reaussts. Maintains a master 
index of persons throughout both the intelligence community and private industry who have been 
approved for access to certain sensitive intelligence gathering projects and sesultant products. 
This index also records personnel of the CIA and the Executive Office of the President who held 
Special Intelligence, ©, and Cryptographic clearances, Provides central registry for the Office 
of Security to reesive, sort and distribute incoming correspondence and to dispatch all outgoing 
correspondence; operates a courier system for the Office 2f Security within the Headquarters ares 
and between the Office of Security and other J, 5. Government agencies; perates a teletype 

25X1A communications system between Headquarters and the BEE field tices; operates the Office of 
Security reference Ubrary and controls all Top Secret material within the Office of Security. 


The Security Records and Communications Division maintains records of 19 separate compartmented 
security access approvals (the majority af these are for the intelligence community on a world-wide 

basis; the other areas ave for the Agency only, non-USIB agencies such a8 Presidential White House 

staffs and panels and the Bureau of the Budget); monitors the policy of the = and *T' systems 25X1A 
regarding need-to-know and supplies raw data for quarterly White House reports on TK billets; 
coordinates within the intelligence community on accuracy -f records and reporting of procedures and 
clearance requests and conducts briefings on all clearences a8 may be required as well as the inter- 
national clearances, 


25X1A 
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ae 15 June 1967 


BUILDING EXTENSION 
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to submit an Organizational Gpart and Functional 

Statement which I thought perhaps you could better 

prepare. The functions and activities of each 

organizational unit should be described in the 

order of its appearance on the organizational charp. 

The extant chart and statement may need only minor 

changes since they have apparently been revised only 
25X1A recently. I am thinking of overseas activities 
woich are not now reflected. 
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OFFICE OF THE DIRECTOR 


The Director of Security prepares and executes the Agency security 
program and performs security inspection functions. 

The Director of Security recommends Agency policies relating to 
security, and establishes procedures for implementation; obtains and 25X1A 
evaluates, through investigation, technical and liaison contact 
with other U. S. Agencies, pertinent information regarding the security 
acceptability of personnel for employment, assignment or association with 
the Agency; develops and conducts internal counterintelligence programs; 
establishes physical security safeguards for Agency establishments; determines 
the effectiveness with which security programs and policies are being accomplished 
and institutes or recommends, as appropriate, improvements where indicated; 
furnishes security advice and guidance to Agency employees. 

The Director of Security institutes, implements and conducts technical 

25X1A >: 2:2: for the Agency; provides security support to 
emergency planning; establishes and maintains necessary liaison with officials 
in other government agencies on security matters; investigates reports of 
security violations and non-compliance with security policies or regulations; 
makes necessary inspections, investigations, and reports to assure proper 
maintenance of security; conducts certain activities pertaining to over-all 
25X1A — program; conducts research in security fields; provides security 


support and trained professional security officers, as required, to Agency 
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components and demesne and foreign installations and operations; plans, 
develops and conducts the Agency safety and fire prevention programs for 
domestic installations and furnishes staff guidance and assistance for the 
development of similar overseas programs; develops and publishes uniform 
security policies, standards, and procedures for the establishment and 
maintenance of security of Agency industrial contractual arrangements and for 
keeping such contract security matters under continuing and centralized 
cognizance, 

The Director of Security, as Chairman of the Security Committee of 
the United States Intelligence Board (USIB), initiates appropriate investigative 
action and damage assessments in the event of an unauthorized disclosure 
affecting U.S, intelligence sources and methods; and advises the U.§. 
Intelligence Community on security matters of concern and promotes uniform 


security standards and practices within the community. 
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AS part of the Executive staff The Special Security Center 
(SSC) establithes security policy for the extraordinary protection 

of certain desighated intelligence collection programs conducted 

by CIA and other agencies represented on USIB , it formulates 
procedures for the iniplementation of this nee policy ona at 
community-wide basis? Age SE Oplicat lon of uniform Saat a nat 
security control systems migximum protection is thus afforded these 
programs from the initial pabpin stages, during research and 
development, procurement, deployment and operation on through 


y 
the exploitation and eehiuisaaen, the end dproducts 54 


we, 


The Center onducts | in deptlizeeeh surveys and inspections 


as are required to develop policy ae mente ae Conducta 


independently and in coordination with o 


yer agencies,” periodic 
surveys and inspections to determine i, with e stablished 


ee policies, practices and procedures: Yor two 
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a 


compartmented systems. 
The SSC furnishes security guidance on eters dealing with 


downgrading, decontrol, sanitization or public reldase of information 


Cla. : 000600250001-4 
Approved For Release RE RBET CIA R Excluded fra: automatic e 


downsraciag and 
degtasstiizatioa 


eee 


na - 


er teri 


Approved For-@elease 2000/05/34 : CIA- RDP83800823R000600250001 -4 


related to these programs, Tt monitors news media to keep currently 
informed as to the effectiveness of established security policy and 


the extent of possibly erosive speculations, “4 


to ensure ‘most effective protection of these programs among 
ai 
personnel in US ,Government agencies not represented on USIB, in 
the Executive Offices of the President, and those appointed to 


Presidential committees or study panels; _ eas Comers monitors, 


the processing of all special clearance actions, GTBondvers ‘he 


whe ant? 
briefings and qcueings of personnel involved. . ait also vpragiaas” 


bd 


& Qs 
other briefings when called ag to do. 
Velope +h a Ph tgte ir emed TF 
The SSC atso providesfa full-time security officer to the staff auf 
of the Assistant Secretary of the Air Force (R&D) who manages these 


special programs to insure uniform application of these security 


policy standards among participating agencies. 
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